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Chapter 14

Random number generation

Random bits form an essential ingredient of nearly every cryptographic protocol. They
are required to produce cryptographic keys, initialization vectors for symmetric encryption,
padding for public-key encryption schemes, nonce values, session identifiers, and many other
unpredictable values. Modern cryptographic protocols are thirsty for random inputs. A
key challenge in designing cryptographic systems is the need to produce these bits in large
quantities while also ensuring that they are of very high quality.

To give just one illustration of the challenge, consider the establishment of a single TLS
connection. For a connection that uses elliptic curve Diffie-Hellman and ECDSA signatures,
the server’s side of the protocol can require more than 800 random bits just to establish
a single session. Whichever randomness source is used, it will be drawn upon to generate
secret values such as ephemeral secret keys, as well as non-secret values such as nonces that
will be sent over the wire in-the clear. There is essentially no room for error in generating
these bits. If an adversary can predict or guess any of these values, or sometimes even detect
a small bias in their distribution, attackers might be able to decrypt communications, replay
connections, or even extract long-term signing keys.

What is randomness? In one mathematical view of randomness, random numbers (or
variables) simply exist: they can be sampled from some distribution, such that the probability
of any given outcome is well-defined but the actual value is not known in advance. In
this view, we can invoke concepts such as unbiased “perfect” coins without worrying very
much about where we will find such ideal objects. (In fact, many theoretical cryptography
papers refer to random bits as “coins.”) Even mathematicians have found different ways to
think about randomness. Kolmogorov [188], for example, defined randomness in terms of
compressibility: a string variable can be considered “random” if it is incompressible by any
means, i.e., the original string is one of the shortest ways to represent its data.

IThis is a beautiful definition, but it’s important to note that it’s not a very practical one. Compression
in this setting does not refer to some specific data compression algorithm such as LZW. Instead it refers
to any possible strategy for representing a string that could be devised before the string itself is generated.
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There is also a physical view of randomness. In this view, there exist processes in the
universe that are highly unpredictable. These might include the peaks in a waveform cap-
tured by a microphone aimed at a noisy city street, thermal noise in an electrical circuit, or
measurements of the decay of a radioactive particle. It is likely that some of these physical
processes are not truly unpredictable, meaning that with a precise measurement of the ini-
tial conditions and an impractical amount of computing power, some attacker could predict
future outcomes. Some physical processes appear to be unpredictable in more fundamental
ways. For example, standard interpretations of quantum physics hold that it is not possible
to predict the outcome of certain quantum measurements in advance, even if their probability
distributions can be calculated with great accuracy.

The good news is that the mathematical and physical views can coexist. Many cryp-
tographic protocol designers will happily assume the availability of perfect random bits as
an input, and base the security of the system on the assumption that these bits are truly
unpredictable. The problem of manufacturing these bits is left to engineers and hardware
designers, who use a wide variety of techniques to measure physical processes and then ez-
tract random bits from the messy data. As inelegant as this approach may seem, it seems to
work most of the time, unless something goes wrong —at which point things can get exciting!

Random vs. pseudorandom. While this chapter is about random number generation,
it’s worth pointing out that much of the “randomness” we use in cryptographic systems isn’t
random at all. It is instead generated by first producing modest amounts of (hopefully)
random bits from some physical process, and then “stretching” this into a large number
of bits using a deterministic cryptographic algorithm known as a (cryptographically-secure)
pseudorandom (bit) generator, or. PRG.2 These PRGs are clearly not random at all! In
the famous words of John von Neumann, “anyone who considers arithmetical methods of
producing random digits is, of course, in a state of sin” [315].

Despite von Neumann’s warning, there is logic behind the widespread use of PRG algo-
rithms. Many high-quality hardware randomness generators operate slowly, meaning that
their output may be insufficient to supply hungry cryptographic algorithms. Moreover, mod-
ern PRG algorithms are designed to offer a strong computational guarantee: namely, if the
input “seed” is random, then the output of a secure PRG should be indistinguishable from
truly random bits, at least to a computationally-bounded adversary who does not know the
seed. As a final matter, the use of PRGs is often mandated even in situations where the seed
is generated by a relatively fast hardware generator: this is because the “post-processing” of

Unfortunately, the problem of computing the shortest possible program that produces an arbitrary string is
itself uncomputable.

2Sometimes the combination of (true) RNG and PRG is called a pseudorandom number generator (PRNG)
or a cryptographically-secure PRNG (CSPRNG). PRGs themselves are sometimes called deterministic ran-
dom bit generators (DRBG) in U.S. government parlance [33]. There are also non-cryptographic generators
that are sometimes referred to as “pseudorandom”, but security professionals should never, ever use this
terminology.
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a PRG can sometimes provide an extra layer of security in cases where a hardware generator
malfunctions (for example by producing slightly predictable or biased outputs.) A common
architecture of this form is depicted in Figure 14.1.
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Figure 14.1: Overview of the random number generation architecture used in nearly every
deployed system. Here a “true” RNG generates unpredictable bits. These are conditioned,
then used to seed a pseudorandom generator. Cryptographic protocols then consume the
resulting bits.

14.1 “True” Random Number Generation

Non-determinism was the enemy of computing’s early pioneers. These founders worked
doggedly to remove unpredictable behavior from the earliest computing systems, and their
achievement is reflected in the fact that modern processors nearly always produce the same
results from a given input. The downside of this accomplishment is that determinism greatly
limits a processor’s access to the sorts of unpredictable bits required for cryptography.
Historically, system designers have worked around this limitation in a variety of ad hoc
ways. The most common approaches involve measuring unpredictable hardware or software
processes that occur on the machine. These can include the precise timing of interrupts,
human input events such as keystrokes and mouse movements, or high-precision measure-
ments of the seek times of a rotating hard drive. While these measurements are not entirely
unpredictable, they are believed to contain a significant amount of entropy that can be dis-
tilled into effectively random bits. Today this “entropy gathering” approach remains the
most practical solution for low-cost processors used in inexpensive embedded devices.
Unfortunately, the march of technological progress has reduced the availability of high-
quality entropy sources (in particular, rotating hard drives), and not every device has access
to human input. To address this problem, mid-tier and high-end processors/SoCs have
begun to include built-in hardware random number generators. The most common design in
these systems amplifies low-level thermal noise in a circuit, then uses a simple arrangement
of analog or digital components to convert this noise into unpredictable binary data. The
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resulting entropy is typically used in as one input to a modern system RNG. For more
expensive systems with security-critical applications, it is also possible to purchase high-
quality external RNG devices that use even more advanced technology, including some that
advertise the use of “quantum” randomness. Paranoid developers will often combine as
many unpredictable inputs as possible. Although it is more “show business” than security,
the company Cloudflare famously uses a wall of lava lamps as one input to their network’s

RNG.
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Figure 14.2: The Cloudflare lava lamp wall. A camera measures entropy from the image
of these lamps and folds this into other RNG inputs used by the company. (Photo credit:
Martin J. Levy)

14.1.1 Entropy gathering

On systems that lack internal RNG hardware, a typical approach to generating randomness
is to collect unpredictable measurements from various sources. This is referred to as “entropy
gathering” | reflecting the fact that we are interested only in the unpredictable component,
the entropy, of these measurements.

The process of producing random bits from gathered entropy consists of three sub-stages:
(1) entropy collection, in which raw measurements are collected from various sources and
aggregated together into a “pool”, (2) entropy estimation, in which the total number of
entropy bits are estimated using various heuristics, (3) pool “stirring” and randomness ex-
traction, where the measurements are combined together and processed in various ways to
distill them into uniformly-random bits.

Sources of entropy. Modern OS random number generators collect entropy from a variety
of sources. These include:

o Interrupt and scheduler timings. Modern processors typically provide a high-accuracy
counter that runs at rate comparable to the CPU clock frequency. This can be used to
compute high-resolution timestamps for a number of somewhat-unpredictable events
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that occur on the machine, such as interrupt timings and the timing of events from
the OS system scheduler.

e Human input. On systems with input devices such as a keyboard and mouse, RNGs
can collect readings from these movements. Measurements typically include both the
identity of the event (such as the key pressed, or the mouse direction), combined with
the timestamp of the measurement.

e Disk events. A common source of entropy comes from seek timings on spinning hard
drives, due to the fact that chaotic turbulence in the air or fluid under the drive head
can make precise timings difficult to predict. To capture this information, OS RNGs
often collect a high-resolution timestamp each time a disk event occurs. This is less
useful on systems with non-spinning drives such as SSDs, which may not produce much
entropy at all.

e Hardware RNG inputs. Systems with high-quality hardware RNGs will typically draw
input from these devices whenever it is available. This can include random bits drawn
from the processor RNG, or from the RNG located on a system device such as a Trusted
Platform Module (TPM).

o Seed files. Most operating systems require random numbers at boot time. Unfortu-
nately this is often the time when systems may be in the most predictable state, since
they have had little time to gather fresh entropy. To address this, some operating
system RNGs will write-a seed file that contains output from a seeded RNG so that
the OS can use this data to seed the RNG at the next boot.

e Virtual Machine seeds. Some VM hypervisors provide random seeds to guest operating
systems, for example via the Advanced Configuration and Power Interface (ACPI). This
is useful to ensure that VMs do not use predictable random seeds when two copies of
the same snapshot are restarted.

e Public randomness sources. While it is not standard any major OS, I have seen exam-
ples in which users manually inject entropy from public sources such as “randomness
beacons” [35]. While this is usually not harmful in a well-designed RNG architecture,
an attacker may also have access to these bits: hence they may not contribute any
meaningful entropy to the system.

Measurements from these sources are typically collected and appended to a buffer known
as an entropy pool. This pool may be stirred periodically, a process that typically involves
hashing the pool’s contents and replacing the pool data with the resulting hash output.
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Entropy estimation. A good threat model for an entropy gathering system is to assume
that the initial state of the system is entirely known to the adversary, i.e., that there is no
entropy in the pool. As the system gathers measurements, the number of potential states
for the system increases until it is no longer feasible for the adversary to enumerate every
possible state and predict the outputs of the system. Typically at this point, the entropy
in the pool is used to seed a pseudorandom generator (PRG) that generates the actual
“random” bits used by the system.

The challenge in filling an entropy pool is that even “unpredictable” events such as
drive seek times are, in fact, largely predictable. For example: a typical processor counter
measurement produces 48 bits of raw data; however, the majority of these bits will be
predictable to an attacker with some information about the system’s boot time. In practice
the truly unpredictable component of a timing measurement, that is, the pure “entropy” in
each measurement, may comprise only a fraction of a single bit. The goal of a well-functioning
entropy gathering system is to estimate how many measurements will be required in order
to collect sufficient entropy, meaning that the estimated min-entropy of all of the collected
material is on the order of 128 bits or greater. At thispoint it should be safe to use the pool
to construct seed material.

The problem with entropy estimation is that it is very hard to accurately estimate the
entropy in any measurement made across different hardware platforms. Most estimates are
thus based on some heuristic, which is a fancy word for “guess.” For example, the designers
of the Linux RNG system conservatively estimate that interrupt timings should include
approximately 1 bit of entropy for every 64 interrupt timings measured, with the exception
of interrupts generated by human-input devices, which count as having substantially greater
entropy [201]. Naturally, most RNG designers are security-conscious and try to aim their
estimates towards the conservative end of the range.

Should entropy estimates decrease? In some older RNG designs, particularly earlier imple-
mentations of Linux’s /dev/random device, entropy was viewed as a consumable resource.
In this design, the pool’s entropy estimate would increase as the system collected unpre-
dictable material. It would then decrease as applications read pseudorandom bits from the
device. The device would block whenever the available entropy estimate dropped below some
threshold.

This behavior never really made any sense. While it’s very reasonable to block an appli-
cation from reading bits from a generator that has not been properly seeded (e.g., at early
phases of system boot), once a generator is properly seeded it should stay that way. This
is because most OS RNGs use the collected entropy to seed a pseudorandom generator, and
the consumption of the resulting pseudorandom bits does not “un-seed” the generator in any
meaningful sense. A well-designed PRG should be able to produce a genuinely huge number
of output bits from a relatively short seed without any noticeable loss in security: hence,
monotonically-decreasing entropy estimates are not really useful.?

3While many standard PRG algorithms do restrict the number of bits that can be requested from a given
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The unfortunate legacy of the blocking behavior in /dev/random was that developers
were, for many years, advised to use an alternative non-blocking device called /dev/urandom.
While this bypassed the imaginary problem of blocking due to overconsumption, the urandom
device would not block at early boot phases when there was no entropy in the pool! The result
of this mess was that applications running near system boot time could sometimes generate
keys using highly-predictable RNG output [157]. The mainline Linux RNG architecture has
mostly discarded these anachronisms and offers a much safer interface called getrandom().
Unfortunately, the earlier design lives on in some embedded Linux distributions, and its
legacy of confusion and bad practices lingers to this day.

Stirring, whitening and randomness extraction. An important challenge with en-
tropy gathering is that the resulting pool data cannot be directly used to seed a pseu-
dorandom generator, since most generators require high-quality (uniformly-random) seed
material. Unfortunately, raw entropy measurements typically produce large quantities of
semi-predictable and biased data. Before we can use this entropy data for cryptographic
purposes, the measurements in the pool must be processed to obtain a smaller but high-
quality seed.

Randomness extractors. From a theory perspective, the tool required for this purpose is
known as a randomness extractor [305]. These constructions realize an efficient algorithm
that processes a (potentially long) string containing a substantial amount of entropy, then
outputs a shorter and approximately-uniform string of bits.* A standard requirement of this
approach is that the min-entropy of the input data (measured in bits) must be at least as
large as the total length of the output required.

Randomness extraction is.a-place where the theoretical cryptography literature diverges
from real-world practice. In the literature, extractors are typically built from ingredients
such as error correcting codes and universal hash functions [305, 82]. In the real world, de-
velopers extract randomness by feeding raw entropy data into a cryptographic hash function
or cipher-based constructions such as SHA-2, SHA-3, BLAKE2 or AES-CBC-MAC, usually
under some stronger assumption about the properties of the underlying hash functions or
ciphers (e.g., that they behave like random functions, see §4.8.1.) While this solution is
theoretically unsatisfying, it’s “good enough for government work” as evidenced by NIST
recommendations [252].

seed, these limits are usually quite high, on the order of 264 bits or higher. Where the limit is smaller, this
is almost always due to limitations in a specific PRG’s design.

4Note that the formal definition of an extractor (for general sources) requires that also must take in a
uniformly random seed that is independent of the source. This raises a chicken-and-egg problem: if we don’t
have random output yet, where do we get this seed from? In practice, most deployed systems simply ignore
this theoretical requirement and use an unkeyed hash function, or they follow the NIST recommendation and
use a keyed MAC with a hard-coded key, or a key derived from unprocessed entropy from the generator [252].
From a scientific perspective this is all pretty squirrelly, but everything seems to work fine anyway. A few
input distributions, such as biased but IID sources, can dispense with this seed — see e.g., the von Neumann
de-biasing algorithm.
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Pool stirring. Entropy pools are normally constructed by appending new measurements to a
pool buffer, and then periodically applying an extractor (hash function or MAC) to the pool
data in order to extract a random seed. Even when new seed material is not immediately
required, it is often advisable to limit the growth of the pool by hashing it and replacing
the existing pool data with the hash digest. New measurements can then be appended to
this digest and the stirring process can be repeated on the new contents. Alternatively, the
pool can be stirred each time a new measurement arrives, eliminating the need to store large
amounts of raw measurement data.

From a theoretical perspective, it is worth pointing out that each “stir” of the pool may
reduce the pool’s entropy by a small but non-zero amount. The first reason for this is easy
to explain: no matter how much entropy is in the pre-stirred pool, the entropy (number of
possible states) of the stirred result cannot possibly be higher than the number of possible
output values from the hash function: for example, a pool estimated at 2,000 bits of min-
entropy that is hashed using a single application of SHA-512 will end up with at most 512
bits of entropy following the stir. The more subtle reason is that each application of a hash
function technically “costs” some entropy due to the existence of hash collisions that could
map many possible pre-stirred inputs into a slightly smaller number of hash digest values.
None of this has any real practical impact, provided the hash function output length is much
larger than the security level you care about.?

14.1.2 Statistical testing

From time to time someone approaches me with a new idea for a (T)RNG. Their next
question is typically: how do I prove that my generator actually produces random output? 1
get depressed when this happens. Usually if someone is asking me these questions, it means
that they are about to make some poor life choices.

The problem here is that it is extremely difficult to prove that a process is unpredictable,
let alone random. Here I use the word “difficult” not in the sense of “it might take some
time”, or “it will cost a lot of computing power,” but rather in the sense of: it may be
computationally intractable. The challenge is that there exist many entirely non-random,
predictable processes that will satisfy nearly every public statistical test that we have ever
devised. For example, modern cryptographic algorithms such as hash functions and block
ciphers are explicitly designed to produce cryptographically pseudorandom output, and gen-
erators that post-process their output using these components will pass statistical test suites
with flying colors — even if they are highly insecure when analyzed more deeply.

What statistical tests can do is detect a limited set of non-random behavior. If you're
simply designing a security system, you should never, ever need to use these tools — just use

5Some recent designs such as SHA3’s SHAKE (see §14.2.3) use a “sponge” design that replaces the hash
function with an unkeyed function that permutes the input: this reduces entropy loss due to collisions, but
also creates a new risk that an attacker who compromises the state might be able to “rewind” the current
state into past states. Life is full of tradeoffs.
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a well-studied RNG design and/or a pseudorandom generator that has a security analysis.
If you really do need these tools, you're probably doing something advanced and/or possibly
dangerous. Please don’t tell me about it.

If you want to test randomness anyway. With these admonitions out of the way, many
statistical tests do exist that can detect non-random behavior in generated bit sequences.
These tests can be valuable for detecting obvious biases, non-random sequences, and other
defects. Although this list is very incomplete, some tests include:

1.

. Number and length of “runs.

Frequency tests. The simplest metric for testing long sequences is to measure the
frequency with which “0” and “1” symbols appear. This test can be applied to an entire
sequence, or to smaller substrings within the sequence. In each case, the fraction of bits
matching either value should converge towards 1/2 as the measured sequence grows
longer.

” A run is just a sequence of multiple consecutive

digits where all digits have the same value, such as 11111. Tests sometimes measure
the number of runs, or the length of the longest run of one specific digit. The measured
result is compared to the expected value of the longest sequence in the same number
of random bits. This test helps to detect “stuttering” generators that produce long
sequences of the same output bit.

Fourier transform. Fourier transforms can be used to convert random bits into spec-
tral components, and can be used to detect unusual characteristics, such as repetitive
patterns in data. This data can be compared with expected random spectral data by
measuring the number of components that exceed some threshold.

. Random excursions tests. This test uses an input sequence to define a random

walk, and then calculates statistics such as the numbers of visits to each state.

. Compression tests. As Kolmogorov noted, true random sequences should be largely

incompressible. Some statistical test suites take this admonition literally by applying
standard compression algorithms such as LZW [320] or Maurer’s algorithm [215] and
measuring the size of the result. It’s worth noting that this approach will only detect
bad sequences that possess specific characteristics that align with the compression
algorithm’s design (e.g., frequently-repeated sequences, non-uniform distribution of
bytes.)

In general, these statistical tests will measure some result over a given sequence, then
will compare this to an expected result calculated based on the expected properties of a true
random sequence. The two values are compared using a metric (for example, a chi squared
test), and the test is considered successful if the metric meets some threshold chosen by the
test designer.
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Modern statistical test suites will run many additional tests beyond the ones listed above.
For example, NIST’s Special Publication 800-90B describes dozens of tests [252], and NIST
publishes an automated test suite comprising fifteen different tests [282]. Some deprecated
suites such as DIEHARDER [80] (an updated version of DIEHARD [211]) include still further
tests of varying sophistication.

14.1.3 Hardware RNGs

A number of hardware approaches can be used to derive unpredictable numbers. These
generators break down into various categories.®

Figure 14.3: Block diagram of an early version of the Intel hardware random number gener-
ator described in 1999. Source: [182].

Noise-based RNGs. A common approach to designing electrical RNGs is to employ some
source of thermal noise, such as the Johnsen-Nyquist noise created in a resistor, and then
amplify this signal. This amplified signal can then be further processed using a comparator
circuit that signals when the amplified noise signal exceeds some voltage threshold. This
is a relatively simple design, but it has several challenges. First, the level of noise and the
amplification must be tightly correlated in order to ensure correct performance. Moreover,
these designs may be sensitive to external influences such as temperature. Finally, and
more critically, this design does not necessarily produce unbiased random bits without some
further processing.

Intel early hardware RNG. One example of a noise-based RNG design can be seen in the
Intel generator described in 1999 (Figure 14.3) [182], which was introduced in the early 2000s
to most Intel processors.” An early example of a noise-based RNG is the Intel generator
described in 1999 (Figure 14.3) [182]. This design uses amplified thermal noise to modulate
the frequency of a slow oscillator. The slow oscillator triggers measurements of a second,
much faster oscillator, producing a sequence of bits. The hardware applies a von Neumann
corrector to reduce bias in these bits. Intel’s accompanying software library further processes
the output using a SHA-1-based mixing function.

5For an excellent and more complete discussion of these designs, see [296].
"More recent processors use a slightly different design.
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Intel Ivy Bridge RNG. Intel introduced a different hardware RNG design with its Ivy Bridge
processors in 2012, as part of Intel Secure Key. Its entropy source uses digital circuit com-
ponents [299, 149]. This design, shown in Figure 14.4, uses a pair of inverters organized in a
feedback loop. Under ordinary circumstances, these gates will stabilize so that if the output
if the first gate is “1”, then the output of the second gate is “0”, or vice versa. A set of
transistors can override this stable arrangement: when switched on, they force the inputs
and outputs of both inverters into the “1” state. When the transistors are switched off, the
circuit will then fall back into one of the two possible stable arrangements. However, the
choice of which of the two possible states to fall into is unpredictable, and should largely be
determined by electrical effects such as thermal noise. While this overview sounds simple,
the challenge in this design is that it requires both gates to be perfectly balanced: in practice,
small manufacturing differences can cause one state to be more likely than another, and the
circuit must be “tuned” to reduce bias. The resulting samples undergo health testing and
cryptographic conditioning based on AES-CBC-MAC.

The conditioned entropy seeds a hardware pseudorandom generator based on CTR_DRBG
(see §14.2.3), whose output is available through the RDRAND instruction. Starting with
Broadwell processors, Intel also provides the RDSEED. instruction, which makes conditioned
entropy available for seeding software generators. The values supplied through RDSEED are
separate from those used to seed the hardware CTR.DRBG [166].

Transistor 1 Transistor 2
Clock —d
Inverters
Node A Node B

Figure 14.4: Block diagram of the Intel Ivy Bridge hardware random number generator,
from [299].

Quantum RNGs. According to standard interpretations of quantum mechanics, many
quantum properties of physical systems are fundamentally unpredictable and random. At
the same time, physics offers us the tools to calculate the probability distributions from
which these random events will be sampled. Examples of quantum effects include electrical
effects such as shot noise, the polarization of photons in a laser stream, or even the decay
of radioactive particles. While in principle all hardware RNGs are to some extent reliant on
quantum effects (for example, shot noise and flicker noise in electrical circuits can contribute
to the noise used by electrical RNGs), some “quantum” RNG designs have proposed to more
directly measure these effects.
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While quantum RNGs often sound like a good idea, they have many downsides. The most
obvious of these is cost. However, from a security perspective, the biggest challenge is that
they rely on sensitive measurements that can often be swamped by macroscopic effects such
as thermal noise or RF interference, either due to manufacturing defects or poor calibration.
Moreover, there is no demonstrated need for quantum randomness. That is: there exists no
general attack against non-quantum RNG designs such as electrical noise generators, and any
attacks against specific equipment is usually due to manufacturing defects or miscalibration,
both of which can occur in “quantum” generators as well. This does not prevent the industry
from selling many quantum designs of unknown quality. I refer the reader to [296] for a
discussion of many specific techniques.

Bitpattem | A ‘number of per 256-bit sample
1 109 <n <165
o1 46<n<84
010 8<n<58
0110 2<n<35
101 8<n<58
1001 2<n<35

Table 1: Health bounds for 256-bit samples

Figure 14.5: Examples of statistical “health tests” run on input samples by the Intel Ivy
Bridge random number generator, excerpted from [149].

Health testing. A danger with hardware generators is the possibility of malfunction due
to environmental effects or manufacturing defects. To detect these conditions, generators
typically contain circuitry that is designed to monitor the quality of raw generator output in
order to detect obviously problematic conditions, such as continuous runs of the same digit
or an unusual numbers of occurrences of a specific substring. Standards such as FIPS 140
and ISO/IEC 19790 mandate this form of runtime test, both at startup and continuously
during operation [244, 170].

In the event of a test failure, generators can take two possible actions. In some cases,
generators will simply discard or refuse to count output strings that fail to satisfy tests.
For example, the Intel RNG performs a series of simple statistical tests (see Figure 14.5)
that are anticipated to fail with approximately 1% probability even when run on uniformly
random strings: this guarantees that occasional failures are an expected and routine occur-
rence [149].% In the event of a more significant test failure, the RNG may enter an error
state and cease production of further outputs. This can be catastrophic for cryptographic

8Note that under normal conditions, detecting an excursion from the expected test result for a single
256-bit value does not cause RNG failure or even cause the internal generator to discard the affected string.
Rather, the string is simply excluded from measurements of entropy collected by the processor, which may
result in more strings being collected prior to conditioning.
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systems: to give just one example, a Linux Kernel RNG may cause a kernel panic if the
RNG runtime tests fail [87]. Note that it almost never makes sense to perform health tests
on bits that have been conditioned using cryptographic algorithms, but I have seen many
products that do this anyway.

Post-processing and debiasing. Most hardware generators do not produce uniform and
unbiased output bits. This means that the output bits need to be further processed before
use in cryptographic protocols. In the event that output bits are biased but otherwise
independent (meaning that the probability of sampling a “0” bit is p, for p # 1/2) then this
bias can be eliminated using a simple technique known as von Neumann debiasing [315]. In
this approach, input bits are considered in sequential pairs (by, b;). If by = b then the pair
is discarded. Otherwise, the pair is replaced with the single bit by. This technique will work
for any value of p, although the output rate drops precipitously as p grows far from 1/2.°

Unfortunately the assumption that individual bits are uncorrelated and independent is
often invalid. In these cases, the designers of hardware RNGs will typically post-process
(or “condition”) the output of a generator by applying some cryptographic technique. A
common approach is to process the output using some hash funetion or block cipher, such as
AES. For example, Intel’s Secure Key generator uses AES-CBC-MAC to condition samples
from its entropy source [291].1°

14.2 Pseudo-random Number Generation

When true random numbers prove insufficient, most systems will produce additional bits
using a pseudorandom generator, or PRG. A PRG is not random at all, but is instead a
deterministic algorithm. In principle, PRGs “stretch” a random string into a much longer
sequence of output bits, with the property that the resulting bits cannot be distinguished
from true random bits.

Non-cryptographic constructions. Before discussing pseudorandom generators, we need
to address an elephant in the room: there are many highly-insecure, non-cryptographic algo-
rithms that are often referred to as “pseudorandom number generators.” These algorithms
are wholly inappropriate to use in any security-critical application, and will often turn up in
places where they can do great harm. Common examples include the C language’s Linear
Congruential Generator (LCG), as well as the Mersenne Twister algorithm which is deployed
as the default random library in languages such as Python. Aside from producing biased

91t is easy to see why this works. Assuming the probability of sampling a “0” bit is p, and the probability
of sampling a “1” bit is 1 — p, then there are four possible outcomes for each pair (bg,b;). With the two
by = by cases discarded, the probability of (0,1) and (1,0) are each identical, at p- (1 — p) respectively.

10Tn [291], Shrimpton and Terashima discuss some theoretical weaknesses of this design. As is common in
applied cryptography, these appear to have mostly been ignored.
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output in some cases, the main concern in these algorithms is that an attacker can perform
state recovery attacks that recover the generator’s state/seed, given a reasonable number of
output bits.

In the real world you’ll sometimes see developers use the term cryptographically-secure
PRNG (CSPRNG) to label generators that are safe for security applications. I won’t use that
nomenclature in this book because I believe that cryptographic security is already bound
up in the term pseudorandom. 1 also feel strongly that non-cryptographic generators should
never be exposed to software developers as a default choice in any language or program-
ming framework. My reasoning is as follows: a cryptographically-secure generator will work
perfectly for any non-security application (such as statistical simulation or graphics render-
ing), whereas a non-secure generator can cause grave harm when used in security-critical
applications. The only possible reason to select an insecure generator is to speed up certain
performance-critical (but non-security) applications. While I can appreciate the need to op-
timize, my view is that this sort of optimization should be chosen intentionally by developers
rather than as a default with harmful security implications.

14.2.1 Security and simple constructions

As discussed above, the core feature of a pseudorandom generator is the fact that its output
is cryptographically indistinguishable from true randomness. Still, this is a vague definition.
Before we get to the details of how real PRGs work, it’s helpful to obtain a better idea of
what security actually means. This s usually stated using one of two possible definitions:

1. Yao’s Indistinguishability. This definition demands that there is no efficiently-
computable “statistical test” that can determine the difference between pseudorandom
bits from a properly-seeded PRG (where the seed is kept secret), and an equal-length
string of truly random bits.!! Note that “statistical test” here does not indicate some
specific algorithm from a statistics textbook, but instead refers to any efficient algo-
rithm that can evaluate the given string and make some determination.

2. Blum and Micali’s next-bit unpredictability. In this definition, an attacker is
given many bits of output from the PRG, and (at a point in the output stream the
attacker chooses) must predict the next bit that will emerge from the generator. The
PRG is secure if there is no efficient algorithm that can predict the next bit with
probability meaningfully different from 1/2.

U There is a lot of technical detail being hidden in this explanation! As usual, “efficiently-computable”
typically means probabilistic polynomial time in the security parameter, and in practice requires that any
attack be super-polynomial time in this value (see §4.6.1 for details.) It is also important to recognize that
given enough runtime, some attacks do exist: for example, an attacker can simply brute-force guess the
PRG seed until she finds one that matches the output. Fortunately if the seed space is reasonably-sized (for
example, 128 bits, this attack is unlikely to be practical.
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Both definitions can give practitioners a good intuition for what properties they can
obtain from a generator. For example, Yao’s definition explains why it is safe to use the
output of a correctly-seeded PRG in place of true random numbers in your protocol. Just as a
thought experiment, imagine that some cryptographic protocol is secure when it is run using
true random bits, and yet there exists an (efficient) algorithm that can “break” the security
of the protocol when the protocol is executed using pseudorandom bits. Since we specified
that this attack algorithm only works when the protocol is executed using pseudorandom
bits, we can build a “statistical test” to determine whether a stream of bits is random or
pseudorandom as follows: (1) run the protocol using the given bits as input, (2) use the attack
algorithm to try to break the protocol, and (3) announce that the bits are pseudorandom
if the attack succeeds. Since Yao’s definition tells us that a secure PRG admits no efficient
statistical test can distinguish secure PRG output from true random bits, a generator that
allows this attack cannot be a secure PRG. From the other direction: when using a secure
PRG, any attack on a cryptographic protocol must work about as well when the protocol is
run with true random bits as it does when the protocol is run with pseudorandom bits.

I also find that the next-bit definition is useful for understanding the way PRGs are
used in common software implementations. Often attackers will use a single generator to
generate both public values (such as nonces) that will be sent over the wire — and hence
the adversary will see — as well as cryptographic secrets that must remain unpredictable.
A generator that satisfies Blum and Micali’s definition ensures that no matter how many
public values the attacker sees, they should not be able to predict any subsequent bits.

The good news is that you do noet have to choose one or the other of these definitions:
they turn out to be equivalent, meaning.that any generator that satisfies one of them will
necessarily satisfy the other [134]. It should go without saying that these promises only hold
if the seed is sufficiently long, perfectly random and not known to the adversary. If a system
leaks its PRG seed or uses non-random seeding material, then all bets are off. We’ll talk
more about these exceptions further below.

Cycle length and state size. A pseudorandom generator is initialized with a seed, which
produces its initial internal “state.” If the generator outputs many values, this internal
state must necessarily change in some manner, to ensure that it does not simply repeat the
same output. One consequence of this fact is that — unless it is reseeded — every fully
deterministic generator with a finite amount of memory will eventually enter a “cycle” and
begin to repeat previous output. This occurs because there are only a finite number of
internal states that can exist, and after a sufficient number of state updates, the generator
must necessarily arrive at an internal state that it has used before.

Fortunately, modern cryptographic PRGs are designed to have so many possible internal
states that this concern can mostly be ignored. Typically the number of internal states S
in a generator is on the order of 2256 or ideally more.!? Some designs update their internal

12This corresponds to an internal state value of (at least) 256 bits.
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state using a pseudorandom approach — for example, by generating the next internal state
based on the output of the generator using the previous state value. In those designs, the
birthday paradox (§4.3.1) can apply: this means one should expect to encounter a repeated
state value with reasonable probability after the internal state has been updated v/S times.
For example, a generator with 2!?® states is likely to enter a cycle after a number of state
updates on the order of 264, This is why it is useful to employ generators with large internal
state sizes.!3

Some example PRGs. PRGs are relatively easy to build using standard cryptographic
primitives such as block ciphers, stream ciphers and hash functions. There are also designs
exist that use more exciting mathematics such as elliptic curve cryptography, RSA and
lattices; however these alternatives are rarely used in deployed systems.

PRGSs from stream and block ciphers. Although it might seem obvious, most stream ciphers
are already designed to be pseudorandom generators: their purpose is to generate
a long pseudorandom keystream that can be-combined with a plaintext using XOR.
These keystreams can be directly used as pseudorandom bits. In practice, this is one
of the most popular approaches to building PRGs: ciphers such as ChaCha20 (§5.2.2)
or AES in CTR mode (§5.3.1) are used as the building block for most operating system
PRGs.

PRGSs from hash functions. Many cryptographically-secure hash functions can be used
to generate pseudorandom bits as well. ' NIST’s HASH-DRBG and HMAC-DRBG stan-
dards [33] both convert a hash function such as SHA-2 into a secure PRG (see Fig-
ure 14.6.) The more recent SHA-3 standard [118] even defines a special mode called
SHAKE that can be used to ingest a high-entropy seed value and then produce arbi-
trary amounts of pseudorandom output (see §14.2.3.)

PRGSs from mathematical primitives. In principle, any one-way function can be used to
produce a pseudorandom generator (see §4.6.) Many such functions have been con-
structed from ingredients such as elliptic curves, factoring-based cryptosystems such
as RSA, and lattice-based cryptography. At least two PRGs have been standardized
based on these problems, with some unexpected results (see §14.3.1.) The main ar-
gument against these algorithms is that they tend to be much slower than hash- or
cipher-based constructions, in exchange for no real security benefit.

We discuss some concrete examples further below.

13 Aside from state size limitations, many standard generators have much lower limits due to other con-
straints on the design. For example, NIST’s CTR-DRBG using 128-bit AES specifies a limit of 24® generation
requests between re-seeds.

252



Cryptographic Engineering working draft (©) 2026 Matthew D. Green please do not redistribute

(Opt) additional input

Iterate
If = Null R

UPDATE State l
State Key | v |[reseed | = HMAC
: counter
Key | v reseed
counter v
Bl B [B] - |
- ——

Pseudorandom bits

Figure 14.6: Two stages of HMAC-DRBG: the optional update before output generation
(left), and the output loop (right). After this loop, every Generate call performs a further
update of both K and V and increments the reseed counter. This final update is not shown
and occurs even when no additional input is supplied. Seurce: [33].

14.2.2 Real-world considerations

While it’s possible to build a simple PRG using the basic approaches described above, de-
ployed cryptographic systems often add many additional requirements. These include:

Forward security. Some older operating system RNGs would sample a cryptographic seed
at system boot, then use this seed to generate all outputs until the next reboot. This can
be very risky in practice! The main concern in this design is the possibility that the fixed
seed could become known to an attacker, who would then be able to re-generate all past and
future pseudorandom bits used by the system. In a worst case outcome, this could allow the
attacker to decrypt every TLS connection ever made by the machine.'*

To prevent a seed compromise from revealing past generator outputs, many standard-
ized PRG designs employ a forward-secure construction. In this approach, the generator
periodically updates its current seed (or state) in a one-way manner. In a well-designed
construction, even if an attacker obtains the full current state of the generator at some point
in time, they should not be able to compute previous versions of the generator state. The

1While the idea that an attacker could compromise a seed (or current state) of a generator might seem
paranoid, my colleagues and I have discovered such flaws in security-critical systems [88, 157]. One potential
vector for seed compromise is an information disclosure software vulnerability that enables the attacker to
read portions of kernel or application memory space. Seed leakage can also occur when seeds are included
in VM snapshots, and the VM snapshot itself is compromised or simply restored to production multiple
times. In this case, each time the system is restored from the VM image, it will use the same sequence of
pseudorandom numbers. In some instances this can be catastrophic [157]. The most extreme example I have
ever seen was due to a manufacturer that hard-coded a fixed key (drawn from FIPS test vectors) into all of
their VPN devices, rendering all connections exploitable (see §14.3.2.)
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result is that all outputs produced by the generator prior to the state compromise should
remain unpredictable (and indistinguishable from random.)

These forward secure designs are relatively easy to build. A common technique is to pe-
riodically update the seed/state of the generator by (1) employing the generator to generate
some pseudorandom output bits, and then (2) using these output bits as a new seed/state.
The older state is then destroyed, or “zeroized”.!®> For example, each of the standardized
generators in NIST’s Special Publication 800-90A [33] incorporates this idea into their design
under the name “backtracking resistance” (see §14.2.3 below for more on these designs.)

Post-compromise security. While forward-secure designs can protect past outputs following
state compromise, this will not prevent an attacker from computing future outputs of the
generator. The problem stems from the fact that generators are deterministic: the attacker
can simply run the algorithm forward from any internal state to produce all future states
and outputs. A standard solution to this problem is to periodically re-seed the generator
with fresh randomness (or entropy) from whatever source the system has available. Modern
generator algorithms will often “mix” this fresh seed material into the current state.

Note that it is critically important that these re-seeding attempts include a sufficient
amount of entropy! Consider an attacker who compromises the full generator state at time
t, and then sees generator output bits at time ¢ +1 after some fresh seed material has been
added. If the quantity of added seed material is small enough, the attacker may be able to
(1) brute-force guess every possible value of the new seeding material, and (2) verify whether
a guess is correct by computing new output and comparing it to real output generated at
the later period. Even if, say, 128 bits of seed material is added to the generator over some
time period, this attacker may be able to guess the current state with much less than 2!28
effort, provided the new seed material is added just a few bits at a time.!® This is why it
is important to collect fresh entropy in a location where the attacker cannot see it (e.g.,
in an entropy pool) and then add it to the generator only when a large quantity has been
collected.

Personalization strings and multiple generators. An interesting recent trend is to use mul-
tiple independent PRGs to generate different values used by the system. This can occur
naturally when different applications seed their own PRG instance from the system gen-
erator. However, in some more opinionated implementations such as Amazon’s s2n TLS
library [15], one generator instance is used to produce secret keys, while a different instance
is used to generate non-secret values such as nonces. The operative theory of this design
is that a flaw (or even a deliberate backdoor!) in the non-secret instance should not leak

15This approach works because PRGs are necessarily “one-way”. This is due to the fact that PRG output
expands its input and is indistinguishable from random. An efficient adversary that can recover the seed
used to generate PRG output will necessarily violate this property, since it should not be possible to find
such a seed that works for truly random bits.

16For example, if 128 bits of fresh seed material is added, but only one bit at a time (and the attacker sees
generator output after each addition) then she will only need to guess at most 2 - 128 = 256 different values,
as opposed to 228 if all 128 bits are added in one go!
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information about the data produced by the secret instance.

While it is debatable whether this threat model is worth the trouble, it is not particularly
expensive to implement. Some other designs such as NIST’s SP800-90A framework [33]
attempt to achieve a similar purpose by allowing the caller to provide a “personalization
string” that is cryptographically folded into the output.

14.2.3 Deployed PRG designs

A number of formal and de-facto standards exist for pseudorandom generation. Here we
provide a short list.

CTR_DRBG, HMAC DRBG and HASH DRBG

NIST’s Special Publication 800-90A [33] specifies the design of three pseudorandom genera-
tors, also called Deterministic Random Bit Generators (DRBGs) in NIST parlance. These
generators are based on block ciphers, hash-based MACs, and hash functions, with designa-
tions CTR_DRBG, HMAC_DRBG, HASH_DRBG respectively.'”

.....................

Figure 14.7: Architecture diagram for the DRBGs of NIST Special Publication 800-90A [33].

Functional specification. Each SP800-90A generator features the common API illus-
trated in Figure 14.7. The Instantiate function takes in an initial seed for the generator and
sets up its state, Generate(n) produces a stream of n pseudorandom output bits, Reseed folds
new seed material into the generator’s internal state, and Uninstantiate “zeroizes” the state.
Within the Generate function, each generator can also fold in some amount of additional
input at each step of generation.

All three generators share a common template for the Generate function. An abstract
diagram of this template is shown in Figure 14.8. In this generic design, the generator

17A previous version of the document also specified a fourth generator, called the Dual Elliptic Curve
DRBG, or Dual_ EC_DRBG. This deprecated generator has an exciting history, which we discuss in §14.3.1.
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contains two distinct pseudorandom (irreversable) functions labeled F' and G. An initial
seed /state is drawn in at the beginning of generation, and then this state is repeatedly
updated using the F' function to produce new internal states. The internal state is also used
to produce pseudorandom output bits via the abstract G function. In practice, both functions
are implemented using different calls to the same underlying cryptographic primitive, such
as a block cipher or hash function.

additional entropy input
(optional)

v v v
initial seed state | state 2 state 3
o

T

output | output 2 output 3

Figure 14.8: Abstract diagram of the Generate algorithm for all generators in NIST Special
Publication 800-90A [33]. The functions F and G are instantiated with various cryptographic
primitives.

In the interest of preserving the reader’s sanity, we will describe only one algorithm in
detail. The others are quite similar.

CTR_DRBG. The most widely-implemented generator from SP800-90A is CTR_DRBG,
which is typically instantiated with AES on processors with hardware support for the cipher.
This typically makes it a faster choice than the other NIST DRBGs, although the results
may depend on the hardware you use.

As the name implies, CTR_DRBG realizes the generation algorithm using AES in CTR
mode. The internal state compromises a pair of strings (Key, V). When a user requests the
generation of n output bits, the Generate algorithm increments V, then enciphers V under
Key to produce a block of pseudorandom output bits equal to the block size of the cipher.
If additional bits are required, the process is repeated until a sufficient number of bits has
been produced.

At the conclusion of each Generate call, the generation process calls the Update function,
which uses a similar generation process to produce fresh pseudorandom values to replace each
of (Key, V), ensuring that forward security holds following each call to Generate. Figure 14.9
gives a block diagram of the Generate and Update procedures.
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Figure 14.9: Generate (left) and Update (right) algorithms for CTR_.DRBG. Note that Update
is called as the final operation in each call to Generate. Source: [33].

Linux’s ChaCha20-based PRG

In versions of the Linux kernel from 4.8 onwards (released in 2016), Linux incorporates a
built-in pseudorandom generator based on the ChaCha20 cipher. In the version current as of
this writing (Linux 7.2.3), the kernel maintains a base generator and a separate generator for
each CPU, each with a 256-bit key. The base generator is periodically reseeded using material
extracted from the system entropy pool. After a reseed, each per-CPU generator obtains a
fresh key from the base generator when it is next used. This system supplies the kernel’s
random-number interfaces, including the getrandom() system call and the /dev/random and
/dev/urandom character devices [201].

The core operation uses a technique called fast key erasure. It initializes a temporary
ChaCha20 state with the current key, a 64-bit counter and a 64-bit nonce, both initially
zero. The first 512-bit output block is split in half: its first 256 bits immediately replace
the stored key, while its remaining 256 bits are available for further use. For the in-kernel
get_random bytes() interface, these remaining bits supply the beginning of the requested
output. If more output is needed, further blocks are generated using the temporary state,
incrementing the counter after each block. The temporary state, including its copy of the
old key, is erased (zeroized) when generation finishes.

The system-call and device-read paths take an additional precaution: they immediately
overwrite the temporary copy of the old key with the second half of the first block. Requests
for at most 32 bytes can return these bytes directly. For longer requests, this value instead
serves as a temporary ChaCha20 key, under which output blocks are generated starting with
counter value one. This avoids retaining the old key while copying output into a process’s
memory.!®

80n supported systems, a library’s getrandom() function can also use the kernel-provided vDSO im-
plementation. This maintains a separate ChaCha20 generator in userspace, seeded from the kernel and
refreshed when the kernel’s reseed generation changes [201].
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Figure 14.10: Diagram of Linux’s base and per-CPU ChaCha20 generators, showing
key replacement and output generation for the in-kernel get random bytes() interface.
Source: [133]; implementation checked against Linux 7.2.3 [201].

Sponge-based PRGs

Some recent hash function designs such as SHA-3 employ a sponge construction (§6.1.1). An
important characteristic of this design is that it can be used to extend a seed into an arbitrary-
length pseudorandom output, provided that the internal function is cryptographically strong.

Review of the sponge design. The main novelty in sponge constructions is the use of an
internal function that does not compress its input. Instead, this function is typically im-
plemented via a fixed permutation that draws in b bits and outputs b bits. To construct a
sponge, the internal function is iteratively applied in two phases: in the absorbing phase,
data is fed in over multiple rounds; in the squeezing phase, pseudorandom data is read out
(see Figure 14.11.)

M Z
pad

|0

1
)
absorbing | squeezing

sponge

Figure 14.11: Overview of a sponge construction. A message is drawn in (“absorbed”) on
the left, and data is generated (“squeezed”) on the right. Source: [54].

In more detail, each invocation of the internal function splits the internal state array into
two portions: the first r bits are known as the rate, and the final ¢ bits are referred to as
the capacity. During the absorbing phase, input bits are added to the rate via XOR. During
the squeezing process, the rate portion comprises the output of the construction, while the
capacity bits are left to make up the secret internal state.?

191t is critical that ¢ be large enough that the internal state is computationally unpredictable to an attacker.
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Extensible Output Functions: SHAKE. In some applications such as the implemen-
tation of encryption padding (§7.2.1), a random seed (or appropriate high-entropy input)
must be stretched into an arbitrary-length sequence of pseudorandom bits. One solution
is to use an extensible output function (or XOF) such as the SHAKE construction given in
§6.1.3.

While the SHAKE construction may be suitable for generating short pseudorandom se-
quences, it should not be used to implement a system or application-level PRG. This is
mainly because the basic sponge construction does not provide forward or post-compromise
security. The problem here is twofold: first, since the permutation is invertible, any compro-
mise of the full internal state will allow an attacker to “rewind” the generator to obtain past
states and outputs. Second, the SHAKE construction does not allow the inclusion of new
seed material during the squeezing phase, which means that the generator cannot recover
security following a state compromise.?°

PRGs from Number Theoretic Problems

It is possible to build secure pseudorandom generators that base their security on well-
known mathematical problems related to integer factorization, lattices, or elliptic curve
cryptography. This guarantee can appeal to naive practitioners, since these “mathematical”
problems may feel more natural than assumptions about human-constructed primitives like
block ciphers.

My view is that any perceived security advantage from these techniques is mostly an
illusion: while it is possible that we will find flaws in our hash functions and ciphers that
make current PRG designs insecure, it seems-equally likely that we will devise breakthrough
cryptanalytic results against factoring or elliptic curve assumptions. The computational cost
of these generators is also typically quite high. This is due to the fact that the underlying
mathematical operations (modular multiplication, elliptic curve point multiplication, matrix
multiplications) tend to be much more time-consuming than most symmetric algorithms
such as block ciphers.

Nonetheless: for information purposes, I will give a brief overview of some of these
algorithms, with the warning that you shouldn’t use any of them in real systems.

Factoring-based generators: Blum-Blum-Shub (BBS). An early result from by
Lenore Blum, Manuel Blum and Michael Shub [71] provides an inefficient construction for
obtaining pseudorandom bits based on the factoring problem. In this construction, the pri-
vate parameters for the generator consist of an RSA-style modulus of the foorm N = p - ¢
where p, ¢ = 3 mod 4 are distinct large primes, as well as an initial seed x( that is obtained

20Tt is worth nothing that some research works (e.g., [57]) have proposed improved sponge-based con-
structions that allow for erasure of state information, or allowing fresh seed material to be added during
the squeezing process. Using these techniques can address the post-compromise security concerns. Unfortu-
nately, these variants are not certified by standards organizations.
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by first sampling 2/ € [1, N) uniformly and co-prime to N, then setting z < 2> mod N.
Generation is now simple: for i = 1 to n, the generator simply computes z; < x? ; mod N
and outputs the least significant bit of x;.

The provable security of the BBS generator is based on two results. The first is that
inverting the function F(z) = 22 mod N (for uniformly random quadratic residues  modulo
a properly constructed N) is provably as hard as factoring N. The second is that the least
significant bit of x is a hardcore bit for this function (§4.6.6): this means that an attacker
given F'(z) should not be able to compute this bit with non-negligible advantage, unless they
can also invert F'(z). An obvious downside of the BBS generator is that it is extremely costly:
each squaring operation produces only one bit of output,?! and the modulus N must be large
(e.g., at least 3,072 bits to ensure 128-bit security), which further slows the generator. As a
final note, factoring-based PRGs are not quantum secure.

Micali-Schnorr and Dual EC_DRBG. Although it is-possible to generate pseudoran-
dom bits using a variety of lattice- and number-theoretic constructions, most of these ideas
remain firmly within the research literature. Two such generators have appeared in produc-
tion standards. The most famous of these is the Dual Elliptic Curve Deterministic Ran-
dom Bit Generator (Dual_ EC_DRBG), which was deprecated from NIST SP800-90A due to
credible allegations that it contains an NSA backdoor (see §14.3.1 further below.) The sec-
ond appears in an older (now-deprecated) ISO standard for an RSA-based generator called
Micali-Schnorr [168, Section C.4.3], which canbe viewed as a more efficient variant of the
Blum-Blum-Shub generator, and (for all we know) could have been equally compromised by
the NSA (see a paper I co-authored for-some of this analysis [96], and don’t judge me too
harshly for speculating.) Neither technique is currently included in any active standard, nor
should either generator ever be used.

14.2.4 Testing PRGs

A nice feature of pseudorandom generators is that they are deterministic algorithms: com-
pared to “true” RNGs, their correct operation is relatively easy to verify.

Known Answer Tests. A standard approach to testing PRG implementations is to use
test vectors, also called Known Answer Tests (or KATs.) A KAT is simply a list of seed
inputs that can be provided to the generator, as well as the known output bits that should
emerge. FIPS and ISO security standards provide guidelines for implementing KATSs, as well
as KAT vectors for most standard PRG designs.

The challenge in using KATs is that a PRG implementation must be extended to include
a “testing” harness in which the normal seeding functions are overridden, and chosen seed
material can be injected into the generator. Developers must be very careful that testing

2Hn practice it is possible to output log log N bits of output, but this is still a small number.
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